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General Principles
• Cybersecurity part of device safety & quality
• Designing for Security is critical

• Authenticity
• Authorization
• Availability
• Confidentiality
• Secure and timely updatability and patchability

• Guidelines for transparency & documentation
• Labeling and User Manuals
• Vulnerability Management Plan & SBOMs

Use an SPDF (Secure Product Development
Framework) to Manage Cyber Risks
• Threat modeling
• Third Party Software Components
• Security Assessment & Risk Management

FDA CYBERSECURITY GUIDANCE FOR PREMARKET SUBMISSIONS – UPDATED APRIL 2022
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PRODUCT FORCING FUNCTIONS

Functionality Compliance

Threats
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PRODUCT FORCING FUNCTIONS - COMPETING DEMANDS FOR ATTENTION

(TECHNICAL) 
FUNCTIONALITY

COMPLIANCE

THREATS

• Product Complexity
• Re-use/modularization
• Quality/Technical Debt
• Feature Completeness
🡪 Cost-efficiency and 
time-to-market are limiting 
factors

• Legislation/Regulation
• Standards/Certification
• Licensing of open source and 

external proprietary SW
• Licensing and sales contracts 

towards customers/partners
🡪 Product compliance is essential 

• Increasing number of Supply-Chain attacks
• Growing surface for potential attacks 
• Managing vulnerability of (sub-)components

🡪 Mitigations required

Increased 
attention

Increased 
attention

Increased 
attention
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PRODUCT FORCING FUNCTIONS

Functionality Compliance

Threats

Do you know what is in your software? 
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AGENDA

Software Bill of Materials

SBOM standards

Automating SBOM generation

Monitoring SBOM for Security Vulnerabilities

Integrating tools with the engineering process
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“Security is not our 
highest priority… 

We will look into it later…”

         
          … after an incident??
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WHY SHOULD YOU CARE – AND NOW, NOT LATER!!

Source: IBM – Cost of Data Breach 2022 Report

Measured in 
USD millions
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🔮 55.7 billion connected IoT devices; 80B ZB data

📱 embedded products = larger and more vulnerable attack surface 

🔒 air gaps can't provide adequate security – for critical data

Good news and bad news

👍Attacks focused on widely used/downloaded packages – which are 
not installed on most properly designed embedded systems

👎As IT systems gets harder to attack, hackers will focus on devices

References:
https://etendering.ted.europa.eu/document/document-file-download.html?docFileId=127006) (03/17/2022)
CISA APT (Advanced Persistent Threat) Cyber Tools Targeting ICS/SCADA Devices (04/13/2022)

WHERE WILL ATTACKERS FOCUS THEIR EFFORTS?

https://etendering.ted.europa.eu/document/document-file-download.html?docFileId=127006
https://www.cisa.gov/uscert/ncas/alerts/aa22-103a


Hack #1
use monetary and reputation risk

to secure the budget that you need 
to proactively deal with the problem 
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SOFTWARE SUPPLY CHAIN: OPEN SOURCE EATING THE WORLD

2008 Gartner report on the state of open source software:
“if you don’t think you use it, then you use it; and 

if you think you do use it, then you use lots more of it than you know.”

The Hidden & Exponential Challenges of Dependencies:
▪ direct: libraries code is directly calling into
▪ transitive: libraries that your dependencies are linked against (dependencies of 

dependencies)

Example: sqlite requires dependencies like readline & zlib; readline requires glibc & 
ncurses, etc.

http://www.kmworld.com/Articles/News/News-Analysis/Gartner-reports-on-the-status-of-open-source-SaaS-49207.aspx
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DEVICE SECURITY AND MAINTENANCE IS KEY

Security requirements for application and OS are coming from all sides

▪ End device users are reporting problems
▪ You need to meet industry compliance requirements
▪ Your company has internal cybersecurity guidelines

Reported vulnerabilities
> 19,000 in 2022
 (avg > 350 per week)

Source: cvedetails.com

Hackers continue to find 
new vulnerabilities daily
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WHAT DO I NEED TO KNOW?

What products do I have?

What software do I have in 
my products?

Which software comes from 
suppliers?

What are the known issues 
with my product software?

What are mitigation 
measures?



Hack #2
Understand and Validate 

Provenance and Integrity of Your Software Components
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BEST PRACTICES FOR SOUP (SOFTWARE OF UNKNOWN PROVENANCE) AND OFF-THE-SHELF SOFTWARE

• Start with a “vetted” release

• Verify signatures, or, at a minimum, verify hash

• Other Recommendations:
• Have commit signing as a mandatory configuration.
• Enable static code scanning and open source scanning across your repositories.
• Before any software is updated, run the changes through a code checking review 

and signing process by another party; this can guard against unintentional 
oversights and insider threats.
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PRIORITY 1 – KNOW WHAT SOFTWARE RUNS IN YOUR PRODUCTS!

• Would you eat something that you don’t recognize? (maybe ☺)
• We like to know the ingredients

• Historically, all products know their Hardware Bill of Materials
• Determines large chunk of the product cost
• Helps with business decisions

• Increasing number of products are build from other 
hardware/software components
• How do we know what we are getting? 
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WHAT SOFTWARE IS IN YOUR PRODUCT?

Graphics 
UI API
v5.6

Network 
Stack
v.3.2

OpenSSL
v1.0

Shell
v.1.2

Web 
Server
v.0.8

C library
v6

Open Source

Supplier 1

Supplier 2
Included in

SBOM
Product A

Application 1
Application 1

Application 1
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DEFINES SBOM

Section 4 Excerpts: Enhancing Software Supply 
Chain Security

• NTIA defines the “minimum elements” of SBOM

• Commerce and USG defines guidance on providing a 
purchaser a Software Bill of Materials for each product
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WHERE IS SBOM AFTER THE EXECUTIVE ORDER?

• Multiple standards emerged as leaders for SBOM

• SPDX  ( http://spdx.dev )

• CycloneDX   ( http://cyclonedx.org )

• SWID ( https://www.iso.org/standard/65666.html )

• Standards drive sharing and exchanging

• Multiple tools emerge

• Mostly consuming SBOMs

• SBOM automation progressing slowly

• SBOMs contain multiple information and can be linked to 
Vulnerability Exploitability eXchange (VEX) data 

http://spdx.dev/
http://cyclonedx.org/
https://www.iso.org/standard/65666.html


Hack #3
Start Small
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MINIMUM SBOM INFORMATION ACCORDING TO NTIA

Component Field Description

Name Software component name

Version Installed component version

Unique identifier Unique identifier can be a CPE, PURL, SWID. All identifier formats have their own 
specifications for the way an identifier is generated, so organizations must choose 
the format that’s right for their business.

Relationship with other 
dependencies

Brief description of the way the component interacts with the software, including if 
it interacts with other dependencies

Developer name Individual’s name or business name of the developer that created the component

Author of SBOM data The individual or company/tool that generated the SBOM

Document Creation 
Date/Time

timestamp for when the SBOM document was generated

Component Identity Matters!
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SBOM STANDARDS

CycloneDX SPDX SWID

Supported by OWASP Linux Foundation NIST

Format Standard No standard format, but 
OWASP defines 
specifications.

ISO/IEC 5962:2021 ISO/IEC 19770-2:2015

Unique Identifiers 
Supported

SWID, CPE, PURL CPE, PURL SWID

Target Audience Developers and security 
teams

Developers and 
administrators

Governments and 
developers working for 
governments

Output formats 
supported 

json, xml, protobuf xls, rdf, json, yml xml
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STANDARDS EXAMPLES



Hack #4
 Automate! 

Integrate SBOM tools into your CI/CD pipelines 
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AUTOMATING SBOM GENERATION WITH VIGILES

DevOps Server

Vigiles Plugin

Yocto Buildroot OpenWRT

PTXDistWR Linux

Build
GIT 

sources

Build Artifacts

SBOM

Security Report
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VIGILES PLUGINS ARE ON GITHUB

http://github.com/TimesysGit
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• Vigiles generates:
− an SBOM in SPDX format
− a license manifest
− a list of vulnerability patches that have been applied
− a list of vulnerabilities that have been triaged and whitelisted

• Easily used with Yocto Project, Buildroot, and OpenWRT

− e.g., Yocto metalayer (https://github.com/TimesysGit/meta-timesys)
RELEASE=krogoth

git clone https://github.com/TimesysGit/meta-timesys.git -b 
$RELEASE

GENERATING AN SBOM FROM YOCTO PROJECT WITH VIGILES 

https://github.com/TimesysGit/meta-timesys
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Step 1: Configure your Yocto build for scanning with Vigiles (in conf/local.conf)

INHERIT += "vigiles"

VIGILES_KEY_FILE = "/tools/timesys/linuxlink_key“

Step 2: Run the scan

$ bitbake -c vigiles_check core-image-minimal

Step 3: Look at the report locally

Step 4: Look at the details, analyze and triage using Vigiles online UI

GENERATING AN SBOM FROM YOCTO PROJECT WITH VIGILES 



Hack #5
Use a curated database
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VIGILES HIGH-LEVEL ARCHITECTURE OVERVIEW

Software BOM

Auto generated

Yocto

Buildroot

Factory

External (CSV)

Manifest Wizard

Vigiles Scan

Desktop / Rest API CVE 
report

Notifications / Alerts
(for new CVEs)

CVE Dashboard
- Summary + CVE details
- Filter / Prioritize
- Fix and mitigate info
- Triage, collaborate, track
- Downloadable reports, SPDX 
SBOM and more...

Curated vulnerability database
(NVD, Security Bulletins/Mailing list, Issue 

trackers: Debian/Ubuntu/Github, SoC 
advisories) + Patch/Fix Tracker 

Search CVEs SBOM / Product 
management tools

Intelligent curation algorithms
+

Timesys Security research team

End user

OpenWRT
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ATTACK SURFACE VS. DATE LAST UPDATED

2019

Updated in 2022
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• Notifications - allow you to stay on-top of new vulnerabilities reported for already uploaded SBOMs. 

• Email sent with vulnerability digest
• Selectable cadence: Daily, Weekly, Monthly

• Policy violation alerts
• CVEs exceeding CVSS score threshold — 

alert on specific score CVEs 
(e.g. high and critical)

• Non-authorized license types — 
alert when new/updated software in SBOM 
violates company security policy

• Raise a Jira issue for alerts to help 
engineering stay on-top of security issues

NOTIFICATIONS AND ALERTS



www.timesys.com ©2022 Timesys Corp.

• Separate process possibly involving separate team

• Jira is a commonly used system for tracking issues

• Vigiles offers Jira integration
• Automatic reporting of CVE issues as Jira issues
• Brings visibility to security issues to engineering team
• Becomes part of the engineering sprint planning

• Vigiles API (Python toolkit)
• Integration with company’s CI system for automation including, e.g.:

• Create a new folder
• Set folder name
• Associate SBOM with release tag/version
• Run a scan and download security report as a PDF

• Custom dashboard for all security information in one place approach

ENGINEERING PROCESS INTEGRATION



Hack # 1 Use monetary and reputation risk to secure the budget that you need

Hack # 2 Understand and Validate the provenance and Integrity of Your Software Components

Hack # 3 Start Small

Hack # 4 Automate! Integrate SBOM tools into your CI/CD pipelines

Hack # 5 Use a curated database

Hackers Quick Reference Guide



Q&A
Timesys is a longtime embedded open source software security expert 

To discuss your project or for more information 
& to become more secure, please contact us at sales@timesys.com 

Al Feczko
al.feczko@timesys.com

Timesys Corporation

THANK YOU


